Endpoint Protection with DigitalPersona® Pro

O For Access Management, Data Protection and Secure Communication

k

DigitalPersona Pro

DigitalPersona Pro is the Endpoint Protection suite for SMBs
and Enterprises that offers central management for Access
Management, Data Protection and Secure Communication.

« A single solution for multiple needs. You can
now control and enforce Access Management, Data
Protection and Secure Communication through a
single control point.

« Best value. Cost effective with a higher Return on
Investment (ROI) and lower Total Cost of Ownership (TCO).

- Easy to manage and to use. DigitalPersona Pro makes
endpoint security easy to manage for IT Managers and
easy to use for end users.

- Proven, widely available. DigitalPersona Pro can now
centrally manage HP ProtectTools, the security suite
preloaded by Hewlett-Packard on millions of business
notebooks and desktops.

DigitalPersona Pro

Workgroup
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-~ Centrally manage policies and settings
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Provide one-time access
Allow users to log on 10 a new computer or provide emergency access to locked computers.

Back up and restore user's data
Configure backup or allow restore of user's encryption keys and other important data, such as passwords.

Get help
Get help and support for DigialPersona Pro Workgroups.

Discover more
Learn more about additional security applications you can manage with DigitalPersona Pro Workgroups.
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Flexible and Extensible

DigitalPersona Pro sets a new foundation that you can leverage
over time as your needs evolve. Whether you want an all-in-one,
turn-key solution or you are looking for specific applications,
DigitalPersona helps you achieve your business goals.
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Free trial versions are available for download. For more
information, contact sales@digitalpersona.com

“58% of the organizations expect to deploy a single enterprise-
wide {...} management solution for different purposes.”’

“Centralized management is recommended [...] because

of its effectiveness and efficiency for policy verification and
enforcement, key management, authentication management,
data recovery.”?
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T The Ponemon Institute, 2008.
2 s National Institute of Standards and Technology (NIST), 2007.



A Suite of Powerful Management Solutions

Flexible Offering For Different Needs

Organizations can choose the deployment option that best
meets their needs.

DigitalPersona Pro Workgroup is the self-contained
solution for SMBs or Departments that require no IT
infrastructure. For larger organizations, DigitalPersona Pro
Enterprise leverages existing Active Directory networks for
maximum scalability.

Key Features

A Foundation That Can Grow Over Time

Businesses want to invest today for the long term.
DigitalPersona solutions serve as a foundation for security
and authentication management.

As the business grows and needs evolve, IT Managers can
add additional modules and applications from an ecosystem
of DigitalPersona partners that leverage DigitalPersona
management solutions.

Central Management

Set and deploy security policies for the entire organization.

Flexible Deployment Options

Choose between self-contained or Active Directory-based management.

Granular Policies

Tailor settings to the needs of specific groups of users or computers.

Audit Logs

Show compliance and simplify forensics with detailed event logs.

Easy to Use

Simplify management and improve efficiency for IT staff and end users.

Pre-boot Security

Activate security starting from the computer BIOS.

Full Disk Encryption

Protect computers and data at rest by encrypting the whole hard drive.

Access Revocation

Remotely revoke access to managed computers.

Access Recovery

Provide one-time access codes to users that are locked out of their computers.

Multi-factor VPN Security

Secure network access by adding stronger authentication to existing VPNs.

Strong Authentication

Choose password, smart cards, fingerprints, face, tokens or smartphones to
access systems and applications.

Single Sign-On

Eliminate passwords and automatically log on to Enterprise applications.

Broad Client Support

Extend security to Citrix or Windows thin clients and to shared kiosks.

Central Management for HP ProtectTools

Manage any mixed environment of DigitalPersona Pro and HP ProtectTools
client software.

System Requirements

Client Software Server Software

Runs on Windows 7 and Vista
(32 and 64 bits) or Windows XP
(32 bit).

Pro Workgroup Server runs on Windows 7,
Windows Vista or Server 2008 (32 and 64 bits).
Pro Enterprise Server runs on Windows Server
2008 or 2003 (32 and 64 bits).

Other Requirements

Single Sign-On supports IE (6 or later) and
Firefox (2 or later).
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