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The Challenge: Secure Network Access for
People on the Move

Today’s mobile workforce poses new challenges to IT security.
An increasing percentage of employees need to access critical
data from outside the corporate network - for example, from
remote locations, from the road or from home.

In a 2007 analysis, 75% of IT decision makers identified “greater
demands for mobile employee access to data” as concerning
for their enterprise’s security. Other studies show that on
average 90% of employees work outside of their company’s
main headquarters and about 30% work in locations away
from their managers and the colleagues they interact with on
a daily basis.

The Solution: DigitalPersona® Pro

DigitalPersona Pro offers multi-factor authentication for VPN
to secure access to your corporate network.

With DigitalPersona Pro, you can require users to provide a
one-time password when they log on to the Virtual Private
Network. This provides a higher level of assurance that only
legitimate users are granted access to the network.

DigitalPersona Pro supports a broad variety of one-time
password tokens, so that you can find the balance between
security and ease of use that best fits your needs. Examples
range from traditional hardware tokens to smartphones,
such as iPhone and Blackberry. You can also leverage the
integration with DigitalPersona Pro’s single sign-on module
to automatically submit the one-time password upon user
authentication, using a fingerprint or smart card.

Multi-factor VPN Security Solution Brief

Key benefits include:

- Stronger security when it matters the most. By
preventing malicious access to the network from outside
the firewall, you can protect your network when it is most
exposed to risk.

- Flexible authentication alternatives. When it comes
to user authentication, one size does not fit all. With
DigitalPersona Pro you can find the appropriate balance
between security and ease of use with a variety of one-
time password solutions.

- Improved ROl and lower TCO. You can leverage existing,
supported tokens or leverage the integration with other
DigitalPersona Pro modules to simplify deployment and
lower the total cost of ownership.

Contact DigitalPersona
For more information or a free trial of DigitalPersona Pro, visit
www.digitalpersona.com/enterprise.
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